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The line between 
the digital and the 
physical world is 
being crossed with 
increasing 
frequency
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As the digital landscape evolves 
at unrelenting speed and 
global interconnectivity deep-
ens, terrorist groups are 
increasingly exploiting these 
dynamics with novel approa- 
ches, making cyberterrorism 
one of the most significant and 
complex threats of our time. 
Unlike traditional terrorist 
threats, bound by physical 
borders and material means, 
cyberterrorism transcends 
these limits, eroding security 
capacities, straining legal sys-
tems, and testing the resilience 
of international governance.

Cyberterrorism can be defined 
as the unlawful use of informa-
tion and communication tech-
nologies (ICTs) to intimidate or 
coerce populations or govern-

1      United Nations Office on Drugs and Crime, “Cyberterrorism”, Education for Justice (E4J) University 
Module Series on Cybercrime, Module 14, Key Issues. https://www.unodc.org/e4j/zh/cybercrime/
module-14/key-issues/cyberterrorism.html

ments for political, ideological, 
or religious purposes. It may 
take the form of cyber-attacks 
directly targeting computer 
systems, or the use of ICTs to 
facilitate the commission of 
terrorist offences, such as 
propaganda, financing, plan-
ning, or carrying out attacks.1 

Hybrid by nature, cyberterror-
ism often mixes traditional 
forms of terrorism, such as 
physical attacks or acts of sab-
otage, with digital forms of 
attack, such as hacking sys-
tems to gather sensitive infor-
mation, executing ransomware 
attacks or disrupting digital or 
physical infrastructure. The line 
between the digital and the 
physical world is being crossed 
with increasing frequency, 
giving terrorists alternative 
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methods to execute some or 
all parts of their crimes, as well 
as disrupting investigative or 
preventative efforts.

In this context, tools such as 
generative artificial intelligence 
(AI) can facilitate the produc-
tion of falsified content, such 
as deepfakes, to incite violence 
or recruit, while the dark web 
can serve as a platform for 
exchanging sensitive data, 
ranging from anonymized net-
working and planning of at- 
tacks, to classified information 
obtained through hacking and 
procurement of weapons 
(e.g., plans for 3D-printed 
weapons). Tools initially design- 
ed to protect privacy and the 
security of communications 
are thus being misused by ter-
rorist groups to conceal their 
activities and fund their oper-
ations. AI further enables the 
automation of phishing cam-
paigns, the tailoring of propa-
ganda to specific target groups, 
and the exploitation of public 
information to identify techni-
cal vulnerabilities or potential 
targets.

In light of the rapid evolution 
of these criminal capabilities, 
recent analyses, notably by the 
United Nations2 and the Global 
Centre on Cooperative Securi-
ty,3 have warned against terror-

2     United Nations Office of Counter-Terrorism, 2023 Counter-Terrorism Week Report, April 2023. https://www.un.org/counterterrorism/en/2023-counter-
terrorism-week

3     Global Center on Cooperative Security, Blue Sky VI: An Independent Analysis of UN Counterterrorism Efforts, June 2023. https://www.globalcenter.org/
wp-content/uploads/Global-Center_Blue-Sky-VI-Report_June-2023.pdf

4     https://www.europol.europa.eu/cms/sites/default/files/documents/EU_TE-SAT_2025.pdf	

ist groups using emerging tech-
nologies to target state 
infrastructure, particularly mil-
itary, diplomatic, energy, and 
civil institutions. This threat has 
been identified by Europol in 
the European Union Terrorism 
Situation and Trend Report 
2025,4 in which the rise of ter-
rorist cyber threats targeting 
critical infrastructure repre-
sents a growing concern.

The fight against 
cyberterrorism faces a 
fragmented normative 
landscape, marked by 

the absence of 
a universal definition 

of terrorism and 
cyberterrorism

These observations reinforce 
the fact that this threat cannot 
be measured solely in terms of 
its immediate impacts, but also 
in terms of how it challenges 
current legal frameworks and 
mechanisms governing inter-
national cooperation.

In fact, the fight against cyber-
terrorism faces a fragmented 
normative landscape, marked 
by the absence of a universal 
definition of terrorism and 
cyberterrorism, as well as gaps 

in the rules applicable to non-
state actors in cyberspace. This 
results in varying legal thresh-
olds that hinder extradition, 
mutual legal assistance, and 
cross-border evidence sharing, 
particularly when national laws 
differ on the definition of 
offences or on double criminal-
ity requirements.

Moreover, although the Buda-
pest Convention on Cyber-
crime remains a reference 
instrument for criminal coop-
eration and the preservation 
of electronic evidence, it is not 
binding on States that are not 
party to it, thus limiting its 
effectiveness on a universal 
scale. Similarly, United Nations 
Security Council Resolutions 
1373 (2001) and 2462 (2019) 
require States to criminalize 
terrorist acts and disrupt their 
financing, including when such 
acts involve ICTs or virtual 
assets. This dimension is par-
ticularly relevant in the context 
of cyberterrorism, where digi-
tal platforms and cryptocur-
rencies can facilitate the collec-
tion and transfer of funds. Yet 
again, the lack of legal harmo-
nization and the differing tech-
nical capacities of States con-
tinue to hinder the uniform 
application of these obliga-
tions, weakening the collective 
response.

https://www.un.org/counterterrorism/en/2023-counter-terrorism-week
https://www.un.org/counterterrorism/en/2023-counter-terrorism-week
https://www.globalcenter.org/wp-content/uploads/Global-Center_Blue-Sky-VI-Report_June-2023.pdf
https://www.globalcenter.org/wp-content/uploads/Global-Center_Blue-Sky-VI-Report_June-2023.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/EU_TE-SAT_2025.pdf
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While significant, these initia-
tives fail to address the persis-
tent gaps in the legal frame-
work applicable to non-state 
actors in cyberspace, particu-
larly terrorist groups. This has 
fuelled the work of the Ad Hoc 
Intergovernmental Committee 
under the United Nations 
Office on Drugs and Crime, 
which led to the adoption of 
the International Convention 
against the Criminal Use of 
Information Technologies by 
the General Assembly in 2024.

Pending its entry into force and 
in the face of the pressing 
threat, the response to cyber-
terrorism therefore still relies 
largely on national measures, 
which are often designed 
according to each state's own 
security priorities. 

The response 
to cyberterrorism 

therefore still relies 
largely on national 

measures

While they can allow for a rapid 
response, these isolated 
approaches present two major 
risks. First, they undermine the 
international cooperation nec-
essary for effective attribution 
of attacks; second, they may, 
in the absence of safeguards, 

5      During the 8th review of the Global Counter-Terrorism Strategy, the General Assembly requested “the Office of Counter-Terrorism and other relevant 
Global Counter-Terrorism Coordination Compact entities to jointly support innovative measures and approaches to build the capacity of Member 
States, upon their request, for the challenges and opportunities that new technologies provide, including the human rights aspects, in preventing 
and countering terrorism”.

disproportionately restrict fun-
damental rights such as pri-
vacy or freedom of expression.  
This dual vulnerability under-
lines the importance of articu-
lating operational efficiency 
and compliance with interna-
tional standards, in parti- 
cular through independent 
and harmonized control me- 
chanisms.

Furthermore, ensuring that 
measures comply with funda-
mental rights is only one part 
of the response. Another key 
dimension is the effective 
capacity of States to investigate 
and prosecute the perpetra-
tors of cyberterrorist attacks. 
Assigning responsibilities 
remains one of the major chal-
lenges, especially due to the 
use of relay servers, anonymi-
zation technologies and infra-
structures located in third-
party jurisdictions. To address 
this issue, national capacities 
must be supported by solid 
technical expertise, advanced 
tools, as well as common pro-
tocols to ensure the admissi-
bility of evidence collected 
before the courts. In recogni-
tion of these challenges, 
Member States stressed, in 
Security Council resolution 
2341 (2017) and in the United 
Nations Global Counter-Terror-
ism Strategy, the importance 

of multi-stakeholder coopera-
tion, involving international, 
regional, and subregional 
organizations, the private 
sector and civil society.5

Strengthening technical capac-
ities and international coop- 
eration is not only aimed at 
identifying and punishing per-
petrators, but also at ensuring 
that victims receive effective 
protection. Indeed, the human 
rights dimension of the re- 
sponse to this threat implies 
considering access to justice 
and reparation for victims of 
cyberterrorist attacks, whether 
they are direct victims of dis-
ruptions to vital services or 
people affected by breaches of 
their personal data.
Procedures must enable them 
to assert their rights and ob- 
tain redress, which requires 
legislative and institutional 
frameworks adapted to the 
transnational and technical 
nature of attacks.

Hence, an effective response to 
cyberterrorism requires the 
development of integrated legal 
frameworks linking anti-terror-
ism laws and cybercrime leg-
islation, expanded interna-
tional cooperation, proactive 
governance of emerging tech-
nologies, and a substantial 
strengthening of investigative 
and prosecutorial capabilities. 

https://www.unodc.org/unodc/cybercrime/convention/home.html
https://www.unodc.org/unodc/cybercrime/convention/home.html
https://www.unodc.org/unodc/cybercrime/convention/home.html
https://www.unodc.org/unodc/cybercrime/convention/home.html
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In the face of this rapidly evolv-
ing threat in cyberspace, agility, 
cooperation, and the rule of law 
remain essential. Accordingly, 

meeting the challenge of cyber-
terrorism requires moving 
beyond fragmented national 
approaches to build a truly 

global approach that can ade-
quately balance state sover-
eignty, security imperatives, and 
respect for fundamental rights.
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