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Escaping Plato’s
digital cave:
deepfakes,
cybersecurity, and
the battle for truth

by Leonardo Lazzaro

Truth feels slippery in today’s
digital world. Deepfakes - videos,
voices, or images crafted by arti-
ficial intelligence (Al) to look
and sound strikingly real - are
tearing at the fabric of what we
believe. They do not just dis-
rupt how we communicate;
they threaten our dignity,
unravel democratic trust, and
shake the foundations of shared
knowledge." In a few clicks, a
fake video of a politician or a
cloned voice of a CEO can
spread chaos, from election
meddling to million-dollar
scams.

This is not a new story, though
it wears a high-tech mask. Pla-
to's allegory of the cave, where

prisoners mistake shadows for
reality, feels like it was written
for us. Our cave is the Internet,
and deepfakes are the shad-
ows, algorithmic illusions that
trick us into believing false-
hoods.? Back then, shadows
came from firelight; now, they
are born from Al code. This leap
from mere misrepresentation
to outright fabrication under-
mines the reliability of what we
see and hear, turning photos,
videos, and voices into poten-
tial lies.?

Cybersecurity experts see deep-
fakes as a runaway train: they
power disinformation cam-
paigns that sway voters, as seen
in 2024's flood of fake election

1 Chesney, R, & Citron, D. K. (2019). Deep fakes: A looming challenge for privacy, democracy, and

national security. California Law Review.

2 Floridi, L. (2021). The logic of information: A theory of philosophy as conceptual design. Oxford

University Press.

3 Kietzmann,J. (2019). Deepfakes: Trick or treat? Business Horizons.
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videos. They fuel harassment,
extortion, and identity theft,
targeting mostly women and
girls with non-consensual deep-
fakes of sexual nature that
violate privacy and dignity.*
In finance and healthcare, fake
records or identities can wreak
havoc, undermining trust and
security. Deepfakes thrive
because they exploit how we
trust our senses, spreading like
wildfire on social media. They
create an epistemic crisis, forc
ing us to rethink what we accept
asreal®

The European Union (EU) s fight-
ing back. The Network and Infor-
mation Systems (NIS) 2 Direc
tive,® rolled out in October
2024, pushes Member States
to raise awareness and teach
cyber hygiene, zeroing in on
deepfakes as a clear and pres-
ent danger. In this context, Ita-
ly's leading the charge with a
2024 draft law that forces dig-
ital platforms to label deepfake
content or face penalties. The
new article 612-quater in the
Criminal Code criminalize the
spreading of harmful Al-altered
media, punishable by one to
five years in prison.

ESCAPING PLATO'S DIGITAL CAVE: DEEPFAKES, CYBERSECURITY,

But laws and firewalls cannot
win this alone. Deepfakes hack
our minds, playing on emotions
and instincts. The real battle is
cultural, and young people are
our best hope. Teens and young
adults are not just glued to their
screens; they are creating and
sharing content, shaping the
digital world. Teaching them to
spot and call out fake media is
non-negotiable.” Programmes
like the EU’s Cybersecurity
Skills Academy and United
Nations’ (UN) digital literacy
initiatives are stepping up,
turning youth into guardians of
truth.® They are not just users;
they are builders of a digital
culture that values honesty
and fairness. Universities are
also retooling their courses,
blending cyber law, Al ethics,
and data governance to train
the next generation of tech-
savvy jurists.

Data protection is another key
weapon. Deepfakes feed on
personal data, photos, voice
clips, or videos scraped from
social media without permis-
sion. The General Data Protec
tion Regulation (GDPR)
requirements, like keeping

AND THE BATTLE FOR TRUTH

data use minimal and lawful,
can hinder these technologies
by limiting unauthorized access
to our digital selves.? NIS 2
builds on this, demanding
accountability from everyone
handling data, not just to stop
breaches but to prevent ethi-
cal misuse. It is about treating
data as a treasure to guard,
not just a box to check for
compliance.

The old adage
“seeing is believing”
no longer holds.
Trust the glue that
holds our societies
together,
is under siege
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THE NEW CRIMINAL CODE: DECIPHERING EMERGING THREATS IN CYBERSPACE

The old adage “seeing is believ-
ing” no longer holds. Trust,
the glue that holds our societ-
ies together, is under siege."

Cybersecurity is no longer just
the domain of IT departments;
it has become a collective
responsibility, bringing
together legal frameworks,
technological tools, civic
engagement, and ethical
awareness. Critical thinking is
our first line of defence against
the persuasive power of deep-
fakes. Sometimes, all it takes is
one misstep - a careless click, a
weak password - to trigger a
chain reaction of chaos, expos-
ing entire organizations to risk.
NIS 2 recognises this reality,
demanding that digital security

If Plato’s cave
is our digital world,
young people
are our guides
to the light

become a shared duty, from
interns to executives. Resil-
ience is not a top-down solu-
tion, it must be embedded
across all levels of our work-
places and communities,
making cybersecurity a true
team effort. Deepfakes are not
just a tech problem; they are a
wake-up call for how we think
and talk in public. They tamper
with honest conversations and

real voices. Beating them takes
more than staying alert, it
demands a cultural shift. If Pla-
to’s cave is our digital world,
young people are our guides
to the light.

By teaching them to question
what they see and empower-
ing their innovations, we can
build a digital space that
defends truth, protects justice,
and lives up to UN Sustainable
Development Goal (SDG) 16's
promise of strong and fair
institutions. Let us back them
with policies that fund their
tools, weave their ideas into
national plans, and train them
to lead. Only then can we
escape the shadows and
reclaim reality.
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