The human
element remains a
significant challenge
to cybersecurity
resilience, and
despite technological
advancements,

this area is still
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Introduction

Despite significant advance-
ments in cybersecurity tech-
nology and defensive strate-
gies, human errors continue to
be a major vulnerability. This is
often due to negligence or a
lack of education and aware-
ness, making the human ele-
ment a persistent blind spot
for organizations around the
world. This paper examines the
role of human behaviour in
cybersecurity breaches by util-
ising case-study analysis to
highlight how several key
human-caused cyber-attacks,
such as social engineering,
poor security measures, and
insider threats, continue to
undermine even the most
heightened security infrastruc
tures. In conjunction, it will also
cross-compare the real-world
events with theoretical cyber
scholars such as Kevin Mitnick

and Bruce Schneier to illustrate
the necessity for a holistic
approach that prioritises
human-centric cybersecurity
strategies to ensure the pres-
ervation of cyber resilience.

Human errors

Cybersecurity is often per-
ceived as a technological
domain. However, as it governs
and operates with people at
the forefront, understanding
the interplay between human
psychology and cybersecurity
vulnerabilities can lead to more
effective risk mitigation strate-
gies. Bruce Schneier (2018)
argues that security is a pro-
cess, not a product. In this
regard, there is a need to
emphasise that human behav-
iour and employee education
must be continuously managed
alongside technological ad-
vancements. Drawing on this
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was the case study of the Equi-
fax cybersecurity incident in
September 2017, which occu-
pies the top 10 charts of the
largest data breaches in his-
tory with 148 million people
affected (Kabanov, llya and
Madnick, Stuart E., 2020). The
case study reveals that the
breach occurred due to an
expired certificate on the
Secure Sockets Layer (SSL) vis-
ibility appliance responsible for
monitoring encrypted network
traffic. The certificate expired
in November 2016 and went
unnoticed by the security team
until August 2017. This over-
sight allowed an attack to com-
mence in May 2017, resulting
in the extraction of consumer
personal identifiable informa-
tion (PIl) that went undetected
for 78 days. The study highlights
that while companies can inte-
grate security technologies and
develop high-fidelity detec
tions, these measures are only
effective if properly maintained
and if poor or negligent human
oversight is eliminated. In Ver-
izon's 2024 Data Breach Inves-
tigations Report (2024), the
company reported that
approximately 68% of breach-
es involved a non-malicious
human element, such as falling
victim to social engineering
or making an error. Remark-
ably, this was the same level as
reported in 2020, indicating
that in four years, no progress
had been made to reduce the
human element in security
breaches.

Human psychology

Often attackers exploit human
psychology rather than techni-
cal flaws to gain access to
secure systems. The 2020 Twit-
ter hack involved hackers using
social engineering to manipu-
late employees into granting
access to internal administra-
tive tools (Witman & Mackel-
prang, 2022). This allowed
them to take over high-profile
accounts, including those of
Barack Obama and Joe Biden,
to promote a cryptocurrency
scam. While this incident is not
necessarily novel in its approach,
it underscores the importance
of addressing the risks posed
by human psychology and the
need for stronger internal
security policies, such as mul-
ti-factor authentication and
preventive education pro-
grammes to help reduce the
likelihood of employees being
exploited.

Despite significant

advancements

in cybersecurity

technology and

defensive strategies,
human errors
continue to be a major

vulnerability

Former hacker and security
consultant Kevin Mitnick illus-
trated how social engineering
remains one of the most effec
tive hacking techniques,
exploiting emotions and the
idea of trust - far easier and
more effective than technical
attacks - since human psy-
chology can be fickle and not
always equipped to handle sit-
uations in which individuals
become 'hooked’ (Mitnick in:
Whiteman, 2017). This consid-
eration highlights that, espe-
cially in this blind spot, organ-
izations do not offer enough
support to help their employ-
ees avoid emotional responses
to attackers, leading many to
actirrationally. Thus, the imple-
mentation of training pro-
grammes that heighten aware-
ness of cyber-attacks can
provide employees with more
tools to stay vigilant (Stacey et
al., 2021). A new model also
focuses on using behavioural
analysis to be monitored and
trained with Al to detect anom-
alies in human behaviour and
flag potential insider threats
before they escalate (Verma,
2024). A comprehensive and
multifaceted approach is
required when addressing the
complexity of human psychol-
ogy. Enhancing security aware-
ness training that incorporates
phishing simulations and social
engineering awareness tech-
niques, alongside support to
help employees manage their
emotions during these simula-
tions, will help strengthen this
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blind spot by providing a more
holistic combination of aware-
ness and educational tools.

Lack of adaptation
and investment

The current scope of cyber
resilience primarily focuses on
automation to account for the
sheer volume and variety of
threats. However, as examined
above, most threats are
human-correlated. Cavelty
(2024) further contributes to
this discourse by discussing
the importance of investment
within the economics of cyber-
security to address this primar-
ily through financing improved
security awareness and train-
ing programmes. When the
healthcare sector became a
prime target for cyber threats
during the COVID-19 pandemic,
phishing scams led to several
breaches, such as the attack
against the European Medi-
cines Agency (EMA). The inci-
dents often exploited pan-
demicrelated anxieties, yet
institutions like EMA, hospitals,
and research institutions were
not well trained to handle this
new type of threat alongside
the high emotional stakes of
the pandemic situation (Awa-
ludin et al., 2023). Psychological
stressors such as these can
lead to increased human sus-
ceptibility to phishing threats,
and the lack of adaptation in
cybersecurity training pro-
grammes during this time
allowed attackers to gain access
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Often attackers
exploit human
psychology rather
than technical
flaws to gain
access to secure
systems

to vaccine-related data through
compromised emails and
accounts (Awaludin et al., 2023).
While brief, the analysis of
attacks and cybersecurity in
the health sector during the
COVID-19 pandemic reaffirms
the importance of organiza-
tions to adopt a multi-layered
approach to mitigate human-re-
lated cybersecurity risks, com-
bining both technological and
psychological training.
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Conclusion

The human element remains a
significant challenge to cyber-
security resilience, and despite
technological advancements,
this area is still heavily neglected.
As outlined in the case studies,
such as the Equifax breach,
Twitter Bitcoin scam, and EMA
COVID-19 healthcare phishing
attacks, major blind spots
within the last five years are
primarily social engineering
and psychological vulnerabili-
ties. Accordingly, the best
methods to address this blind
spot require further emphasis
on education and training to
improve awareness of social
manipulation and psycholog-
ical factors. Cybersecurity re-
quires a holistic approach
that prioritises education and
human-centred strategies to
reduce the current and evolv-
ing security risks.
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