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Generative Al:

a hew threat

for online child
sexual exploitation

and abuse

by Yalda Aoukar, Lisa Maddox and Lana Apple

“[He] took that cherished
memory and turned it into a
new memory — one that elicits
nausea, fear, and overwhelming
discomfort and distrust within
me.”

This 40-year-old woman was
speaking at the sentencing of
her former classmate (more
recently, a North Carolina child
psychiatrist), who had used
artificial intelligence (Al) to
turn her innocuous childhood
photos into sexual abuse mate-
rial. Just a few years ago, this
crime would have been impos-
sible; today, it is alarmingly on
the rise.

In this case, the offender resur-
faced old images, including one
from her first day of school:

she and a group of 15-year-old
students stood smiling and
waiting for the bus. Using Al,
the offender transformed that
childhood moment into explicit
images.

The offender was convicted
under U.S. law of producing,
transporting, and possessing
child sexual abuse material
(CSAM), which has been ex-
panded to include Al-gener-
ated images.

While this was the first case of
its kind in North Carolina, the
world is quickly having to grap-
ple with this new threat. This
year, Europol announced a
sweeping operation against a
global network producing and
distributing Al-generated CSAM.

1 FBl.gov, “Horribly twisted’ Charlotte pornography case shows the 'unsettling’ reach of Al-gener-

ated imagery,” April 2024.
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Authorities identified 273
suspects, arrested 25 indi-
vi duals, and carried out 33
house searches. The true scope
is likely much larger: the
group's platform allowed
anyone with a password to log
in and watch Al-generated
material of children being
abused, connecting offenders
across the globe in real time.?

Online sexual exploitation and
abuse have been endangering
children across the world since
the invention of the Internet,
with one out of eight children
around the world falling victim
to online sexual exploitation.?
The production, possession,
and distribution of CSAM is a
significant component of online
child sexual exploitation and
abuse, resulting in long-term
harm to victims. CSAM includes
any representation of a child
engaged in real or simulated
explicit sexual activities and
threatens children across the
globe.

The rise of Al is altering the
existing landscape of child
harm. One of the most press-
ing dangers facing the global
child protection ecosystem is
Al's effects on CSAM. Of the
approximately 29.2 million inci-

2 Europol, “25 arrested in global hit against Al-generated child sexual abuse material,” February 2025

dents of online child exploita-
tion and abuse reported to the
National Center for Missing &
Exploited Children (NCMEC)'s
Cyber Tipline in 2024, 67,000
included verified Al-generated

CSAM #

The group's platform
allowed anyone with a
password to log in
and watch
Al-generated material
of children being
abused, connecting
offenders across
the globe in real time

While this number is still com-
paratively low, experts antic-
ipate a stark increase as the
capabilities to create Al-gen-
erated CSAM advance.®

In fact, between 2023 and
2024, NCMEC saw a 1,325%
increase in reports involving
generative Al Understanding
the landscape of Al-generated
CSAM s a necessary precursor
to safeguarding children.

To enable a shared under-
standing of the current land-
scape of Al-generated CSAM,
the Bracket Foundation, the
United Nations Interregional

3 Childlight Global Child Safety Institute, “Into the Light Index”; Andy Gregory,
“Prioritise Children’s Online Safety at Election to Tackle 'Hidden Pandemic’ of Sexual Abuse, Experts Urge,” The Independent, June 2024.

Crime and Justice Institute
(UNICRI), and Value for Good
collaborated on the report
"Generative Al: A New Threat
for Online Child Sexual
Exploitation and Abuse”’,
which pulled together per-
spectives and data from law
enforcement, technology
companies, civil society, and
caregivers, and provided a
comprehensive overview of
the escalating danger and
suggested potential mitiga-
tion strategies for improving
the safeguarding of children.
The insights in the report
were derived through quali-
tative and quantitative
research methodologies:

e Aggregation of existing
data and publications:
review and collection of
existing published data and
literature.

e News reporting: thorough
review of news reports on
the topic of Al-generated
CSAM.

e Expert interviews: inter-
views with 17 experts from
the public and private sec
tors, law enforcement, and
civil society.

John Shehan, "Addressing Real Harm Done by Deepfakes”, NCMEC, March 2024.

NCMEC, “2024 CyberTipline Report,” 2024.
NCMEC, “2024 CyberTipline Report.” 2024,
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Bracket Foundation, UNICRI, Value for Good, "Generative Al: A New Threat for Online Child Sexual Exploitation and Abuse,” September 2024.
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e Internal investigations
and analysis: analysis and
review of legislation and
policy, and open access
data sources, as well as orig-
inal data collection and
analysis of surveys of law
enforcement and caregiv-
ers. Two anonymous sur-
veys were conducted by
Value for Good in Spring
2024 for inclusion in this
report (law enforcement:
107 officers in 28 countries;
caregivers: 103 respondents
from 15 countries). While
the survey results make no
claim of global representa-
tion, they do give an indica-

tion of the major challenges
facing these two stake-
holder groups in addressing
Al-generated CSAM.

In this context, the key to
understanding Al-generated
CSAM is to realize that it is
more than just computer-gen-
erated imagery. Current forms
of Al-generated CSAM include:

e Text content: Generative
Al chatbots have been shown
to engage in sexually explicit
chats, acting as children
might, and generative Al has
also generated guides, tuto-
rials, and suggestions on

8  Testimony of John Shehan, "Addressing Real Harm Done by Deepfakes”, March 2024.

how to sexually abuse
children ®

¢ Still and moving imagery:
Generative Al models are
increasingly able to generate
photorealistic CSAM and alter
existing imagery to make it
explicit. As this technology
improves, perpetrators can
create higher-quality moving
imagery and videos.

Crucially, generative Al has also
expanded how children - and
adults, like in the North Caro-
lina case - can become victims.
The wide range of victims
includes:
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e Children whose innocuous
images have been used to
train Al models.

e Children whose innocuous
images are transformed into
CSAM with Al.

e Existing victims of CSAM,
who have been revictimised
through the modification or
obscuration of existing
CSAM.

e Adults whose images have
been de-aged to create
Al-generated CSAM.

In addition to adult perpetra-
tors of child sexual abuse,
young people themselves are
increasingly becoming creators
of Al-generated CSAM through
the use of 'nudify’ apps. 'Nudify’
or 'undressing’ apps use Al to
'undress’ images, predomi-
nantly of women and girls. By
filling in a 'best-guess’ of what
the woman in the picture
would look like without her
clothing on, 'nudify’ apps create
non-consensual nude images.
As of 2024, UK. law enforce-
ment estimated that at least
one child in every school in the
United Kingdom has one of
these apps. While using these
apps on images of children may
not always meet the definition
of Al-generated CSAM, they are
still a serious and increasingly
widespread danger?

To confront this myriad of rap-
idly evolving threats, a coordi-
nated, cross-sector response is
no longer optional; it is urgent.
As Simon Bailey, Director of Stra-
tegic Engagement at the Child
Rescue Coalition, remarked:
"We are at the point that highly
motivated offenders can take
animage and do whatever they
want with it”. Combating this
new reality requires every rel-
evant actor to step up, work
together, and close the gaps
that offenders exploit.

Generative Al chatbots
have been shown
to engage in sexually
explicit chats, acting as
children might,
and generative Al has
also generated guides,
tutorials,
and suggestions on
how to sexually abuse
children

We are calling on stakeholders
to understand the threat and
act accordingly:

e Private Sector: Al develop-
ers must implement safety
measures to prevent
models from generating
explicit content, particularly

involving children. Technol-
ogy platforms should pri-
oritize children's safety by
blocking and moderating
Al-generated CSAM, cutting
distribution channels.

Governments: Policymak-
ers must update laws to
address Al-generated CSAM,
requiring systemic reforms
and increased investments
in technology. Collaborations
with technology providers
are essential to ensure
robust child safeguards.

Law Enforcement: Agen-
cies need to stay updated on
Al-generated CSAM trends
through international
exchanges and adopt new
tools for identifying such
content, ensuring effective
responses.

Caregivers: Parents and
guardians must stay in-
formed about online threats
to children, openly discuss
Internet dangers, and utilise
available resources. Limiting
children's online presence
should also be considered.

9 Bracket Foundation, UNICRI, Value for Good, "Generative Al: A New Threat for Online Child Sexual Exploitation and Abuse,” September 2024.
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