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The P3 equation:
cyber warfare
shaping peace,
power & perception

by Sarra Hannachi

Cybersecurity:
the human
in the cyber

Human security as a concept
has always been disputed,
largely because every new
“security” context in history
has contributed to its meaning.
Traditionally, human security
has been understood in terms
of physical violence and insta-
bility, associated with being
protected from armed conflict,
crime, terrorism, and extrem-
ism, while framing security
within the boundaries of mili-
tary-state paradigms.

Today, that concept has evolved
because we live in a digitally
transformative era defined by
rapid technological develop-

ment that is accessible both
intellectually and financially.
Like any resource in the world,
its utility is determined by how
humans deploy it. This is how
the duality of technology man-
ifests in an era of rising geo-
political tensions, crimes, and
violations. As much as digital
technologies in cyberspace
can serve infrastructure and
the public sector, they can
also be weaponized - like
chemicals or steel. There is
no human security without
cybersecurity!

Peace under
digital siege
Peacebuilding and peacekeep-

ing efforts for human security
continue to be threatened by

1 Fukuda-Parr, S., & Messineo, C. (2012, January). Human Security: A Critical Review of the Litera-
ture (Working Paper No. 11). Centre for Research on Peace and Development (CRPD). https://
sakikofukudaparr.net/wp-content/uploads/2013/01/HumanSecurityCriticalReview2012.pdf
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a digital siege composed of
cyberattacks, surveillance spy-
ware, data theft and manipu-
lation, digitally generated or
disseminated disinformation
campaigns, and other mislead-
ing operations. Peace efforts
have been undermined by
such threats, including, for
example, intentional digital
infrastructure sabotage - such
as the attacks in Ukraine that
disrupted telecommunications
and Internet connectivity? - as
well as recent ransomware inci-
dents in Iran, which stole and
gradually leaked sensitive pub-
licsector and banking data.?

These cyberattack operations
play a role in cyberwarfare and
cyber terrorism and can jeop-

ardize peace agreements during
war, as well as due-diligence pro-
cesses in digital security.

&8

Cyber warfare creates
a self-reinforcing cycle
capable of disrupting
peace without leaving
physical traces
or legally binding
evidence in some cases,
making accountability
for cyber operations
during war significantly
more complex and
dividing stakeholder
perspectives

When digital forensics reveal
that what once appeared to be
factis a manipulated narrative,
it becomes significantly more
difficult to undertake diplo-
matic tasks such as mediation
or drafting terms for account-
ability, peace, or ceasefire
agreements. It is also difficult
when human security assess-
ments cannot effectively take
place because cyberattacks
damage infrastructure, mobility,
resources, and vital sectors.

Power dynamics

in cyber
weaponization
State actors are no longer the

only entities using their tech-
nological advancement for dig-

2 Frackiewicz, M. (2025, June 21). Telecommunications Infrastructure in Ukraine (2022-2025): Destruction and Resilience. TS2 Space. https:/ts2.tech/
en/telecommunications-infrastructure-in-ukraine-2022-2025-destruction-and-resilience/

3 Olney, M. (2025, June 30). 5 of the biggest cyber-attacks of 2025 (So far). Industry Trends & Insights. https://insights.integrity360.com/5-of-the-biggest-

cyber-attacks-of-2025-so-far
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ital deterrence and non-physi-
cal control of the battlefield
alongside traditional military
forces. Non-state actors involved
in cyber operations during war
or conflict can also obstruct the
international community’s pur-
suit of peace and justice by
deliberately threatening the
human security of both com-
batants and civilians aligned
with the opposing party.*

It shows how fragile global
peace and security are in digi-
tal spaces, and unpredictable
diplomatic outcomes can be in
this environment. Further-

4 Borghard, E. D., & Lonergan, S. W. (2019). Cyber Operations as Imperfect Tools of Escalation. Strategic Studies Quarterly, 13(3), 122-145. Available at:

https://www.jstor.org/stable/26760131
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more, cyber operations may
not be entirely dependent on
technical experts due to the
rapid availability of open-ac-
cess intelligence and technol-
ogies, but they remain depend-
ent on digital tools.
Weaponizing these tools and
transforming cyberspace into
a battlefield have significantly
influenced the outcomes of
warfare and become highly
contingent on the digital
economy.® The political size
of actors matters less as
cyber tactics alone can rede-
fine leverage.

State actors are
no longer the only
entities using
their technological
advancement for
digital deterrence and
non-physical control
of the battlefield
alongside traditional
military forces
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5 Rojas, V., & Lissette, A. (2023, September 22). The Rise of Net-States in the Cyberspace: Cyber Power Dynamics and the Disruption of International
Security. DigitaIni Repozitar UK. https://dspace.cuni.cz/handle/20.500.11956/187380

@UN Photo/ Evan Schneider
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Perception as a
trust-building
factor

Historically, there are methods
for building trust and confi-
dence between states and their
military units, which include
Confidence and Security Build-
ing Measures (CSBMs). They are
traditional tools used to foster
trust between states and their
military units. The Organization
for Security and Co-operation
in Europe (OSCE) leads confi-
dence-building efforts among
its participating states,® while

other international organiza-
tions such as the United Nations
Office for Disarmament Affairs
(UNODA) also implement CBMs
in the broader context of arms
control and global security 7 to
ensure new developments in
capadities - such as biological
or technological innovation -
are not additionally exploited
for the modernization and pro-
liferation of arms.

While CBMs have proven effec
tive for some states by allowing
yearly field visits, regular mili-
tary information exchanges,

and other commitments, trans-
parency in information ex-
change cannot be guaranteed
because visits remain limited
to physical military spaces, re-
sources, and equipment, disre-
garding the intangible develop-
ments that may resultin cyber-
warfare. This leads to trust built
on a perception rather than on
full compliance with interna-
tional frameworks.

Pathways to
cyber-enabled
justice & security

Cyber warfare creates a self-re-
inforcing cycle capable of dis-
rupting peace without leaving
physical traces or legally bind-
ing evidence in some cases,
making accountability for cyber
operations during war signifi-
cantly more complex and divid-
ing stakeholder perspectives ®

Integrated approaches are
therefore key to global stability,
cybercrime mitigation and
human security. Combining
technology, diplomacy, and
security can provide all the
information and resources
needed to mediate peace,
de-escalate tensions, seek jus-
tice for actions that machines
cannot be held responsible for,
and balance geopolitical and

6  History and Background of Confidence- and Security-Building Measures (CSBMs) in the OSCE. (2004). OSCE. https://www.osce.org/fsc/40035
7 Military confidence building measures | United Nations Office for Disarmament Affairs. https://disarmament.unoda.org/en/our-work/cross-cutting-is-

sues/military-confidence-building-measures

8  Roudani, C. (2025, June 18). Cyber Deterrence and Digital Resilience: Towards a New Doctrine of Global Defense. Modern Diplomacy. https://modern-
diplomacy.eu/2025/06/18/cyber-deterrence-and-digital-resilience-towards-a-new-doctrine-of-global-defense/




cyber-power dynamics.’

This is achieved not only
through multi-stakeholder
strategies in peacebuilding
processes, ethical technology
deployment during conflict,
and cyber defense mecha-
nisms, but also through far-
sighted planning. Hence, it is
important to invest in proac
tive CBMs in cyberspace and

digital platforms as much as
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in physical weaponry and sys-
tems, to prevent conflict esca-
lation and the spread of dis-
information.

Overall, embedding cyber
resilience into broader peace
and security frameworks to
ensure justice, stability, and
trust forms the core of what
this article refers to as the P3
equation.

State actors are
no longer the only
entities using
their technological
advancement for
digital deterrence and
non-physical control
of the battlefield
alongside traditional
military forces
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