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Introduction
Trade secrets are among the 
most valuable forms of intel-
lectual property.  Increasingly, 
like other valuable proprietary 
information, trade secrets are 
stored in digital form.  As with any 
information stored digitally, 
trade secrets are vulnerable 
to cyberattacks. This article 
explores the definition of trade 
secrets, examines the cyber-
weapons online criminals use 
to exfiltrate digital information, 
and discusses how such cyber-
weapons may be used to steal 
trade secrets.

Trade secrets
Description of trade 
secrets 
In today’s knowledge-driven 
economy, the value of informa-
tion can easily eclipse that of 
physical assets. Among the 
most critical yet least visible 
forms of intellectual property 
(IP) are trade secrets, confi-
dential business information 
that offers companies a strate-
gic advantage precisely be- 
cause it remains undisclosed 
to competitors.

Trade secrets span a wide vari-
ety of proprietary knowledge, 
ranging from customer data-
bases and pricing strategies to 
complex algorithms and chem-
ical formulas. To qualify as a 
trade secret, information must 
meet three core criteria. First, 
it must be secret, meaning it is 
not generally known or readily 

accessible to people who typ-
ically deal with such informa-
tion (competitors). Second, it 
must have commercial value to 
competitors. And third, the 
business must take reasonable 

steps to safeguard its confiden-
tiality, such as implementing 
non-disclosure agreements, 

limiting physical or digital access, 
and training employees on infor-
mation-security practices.

The legal frameworks govern-
ing trade secrets vary globally 
but share foundational princi-
ples. In the United States, trade 
secrets are protected under 
both State (mostly based on 
the Uniform Trade Secrets Act 
(UTSA) and Federal law pursu-
ant to the Economic Espiona- 
ge Act (EEA). The EEA defines 
trade secrets broadly as all 
forms of tangible or intangible 
information that derive econo- 
mic value from not being gen- 
erally known to competitors 
and are subject to reasonable 
confidentiality measures.

The European Union (EU) intro-
duced a harmonised approach 
with the EU Trade Secrets Direc-
tive (Directive (EU) 2016/943). 
This legislation aligns Member 

As businesses 
continue to operate 
in an environment 
of rapid innovation 
and high employee 

mobility, 
the strategic 
management 

of trade secrets 
is becoming 

as essential as 
protecting patents 

or trademarks.
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States around a common defi-
nition, stating that a trade 
secret is information that is 
secret, has commercial value 
due to its secrecy, and has 
been reasonably protected by 
its holder. The Directive aims 
to balance business protection 
with transparency and the 
mobility of workers.

Unlike patents, trade secrets 
can offer potentially indefinite 
protection, but only as long as 
the information remains con-
fidential. The risk, however, is 
that once exposed, a trade 
secret loses its legal shield. 
Misappropriation – acquiring 

or using trade secrets through 
improper means such as theft, 
bribery, or breach of contract 
– can lead to significant civil 
and, in some cases, criminal 

liability. Civil remedies typically 
include injunctions, damages, 
and in urgent cases, seizure 
of stolen materials under 
court order. Criminal remedies 
include imprisonment.

As businesses continue to 
operate in an environment of 
rapid innovation and high 
employee mobility, the strategic 
management of trade secrets 
is becoming as essential as pro-
tecting patents or trademarks. 
Organizations that systemati-
cally identify, secure, and mon-
itor their proprietary informa-
tion stand to benefit not only 
from legal safeguards but from 

In today’s knowledge-
driven economy, the 
value of information 

can easily eclipse that 
of physical assets. 
Among the most 

critical yet least visible 
forms of intellectual 

property (IP) are trade 
secrets
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a sustainable competitive edge 
– one that remains out of sight, 
but very much in force.

Description of types 
of trade secrets that are 
typically stored in digital 
form on a server (e.g., 
prototype design of a new 
semiconductor chip, 
pre-release music/movie/
fashion design)

As innovation moves increas-
ingly into digital environments, 
trade secrets, once only locked 
in filing cabinets, are now stored 
on servers and cloud plat-
forms. These high-value assets 

span industries and are central 
to competitive advantage, yet 
they are also highly vulnera-
ble to cyber threats and inter-
nal leaks.

In the technology and manu-
facturing sectors, prototype 
designs such as digital files for 
semiconductor chips or con-
sumer electronics are prime 
targets. Their exposure can 
erode competitive positioning 
and disrupt product roadmaps. 
Similarly, pre-release content 
in media – like unreleased 
films, music, or video games – 
is closely guarded to prevent 
leaks that could damage reve-
nue or marketing strategies.

Source code, proprietary algo-
rithms, and training data are 
the crown jewels of software 
and artificial intelligence (AI) 
firms. Stored in private repos-
itories, they represent years of 
research and development and 
are often at the core of a com-
pany’s IP portfolio. In the life 
sciences and chemicals indus-
tries, digital product formula-
tions and test data are essential 
trade secrets, carefully man-
aged through secured data 
environments.

Even creative sectors such as 
fashion and architecture rely 
on digital protection for pre-re-
lease designs and campaign 
assets, which can be compro-
mised long before public launch. 
Alongside these are internal 
strategic documents – pricing 

models, product roadmaps, or 
market entry plans – which, if 
exposed, can undermine com-
petitive moves.

As more of these assets are 
stored and exchanged in digital 
form, robust cybersecurity, 
access control, and a strong 
culture of confidentiality are 
essential. In an age where infor-
mation moves fast and threats 
evolve rapidly, safeguarding 
digital trade secrets is no longer 
optional – it is foundational.

Economic impact 
if trade secrets are stolen

Trade secrets are often the 
invisible backbone of a compa-
ny’s competitive edge. When 
these secrets are stolen, the 
economic fallout can be dev-
astating, not just for individual 
businesses but for entire indus-
tries and economies.

At the corporate level, theft of 
trade secrets can rapidly erode 
a company’s market position. 
Competitors armed with pro-
prietary formulas, designs, or 
strategies can flood the market 
with knockoffs or improved 
products at lower prices, under-
cutting the original innovator. 
This leads to lost sales, declin-
ing profits, and in some cases, 
irreversible brand damage. 
The financial blow does not 
stop there - companies face 
substantial costs related to 
legal battles, cybersecurity 
upgrades, and crisis manage-
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ment efforts to mitigate the 
damage.

Investor confidence can also 
take a hit when sensitive infor-
mation is compromised. A 
breach signals potential vulner-
abilities in management and 
governance, often triggering 
stock price drops and reduced 
capital inflows. In fast-paced 
industries like technology or 
pharmaceuticals, where first-
mover advantage is critical, 
losing trade secrets can trans-
late into lost opportunities 
worth millions or even billions 
of dollars.

On a broader scale, the theft 
of trade secrets poses a signif-
icant threat to national econo-
mies. Cyber-espionage cam-
paigns targeting proprietary 
innovations disrupt innovation 
cycles and discourage research 
and development investments. 

This erosion of intellectual 
property protection under-
mines the very incentives that 
fuel economic growth and 
technological advancement. 
Furthermore, it can lead to job 
losses as companies scale back 
or relocate operations to safer 
jurisdictions.

Governments and industry 
leaders increasingly recognise 
that safeguarding trade secrets 
is essential not only for individ-
ual business success but for 
maintaining global economic 

competitiveness. The stakes 
are high, and the economic 
impact of stolen trade secrets 
is a clarion call for stronger 
protections and proactive 
defence strategies.

Cybercrime
Cyberweapons used today

The dominant ‘ingredient’ pres-
ent in a trade secret theft 
attack is data exfiltration. Un- 
like attacks such as ransom-
ware, or Denial of Service, an 
attacker targeting a company’s 
trade secrets aims to be unde-
tected throughout and after 
the attack. This profile of an 
attack is akin to the operations 
and behaviour exhibited by 
Advanced Persistent Threats 
(APTs). Another significant risk 
is from insider threats, namely 
employees, partners, and third 
parties in general who already 
have legitimate access to the 
organization’s systems.

As innovation moves 
increasingly into 

digital environments, 
trade secrets, once 
only locked in filing 
cabinets, are now 

stored on servers and 
cloud platforms
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How AI supercharged 
these cyberweapons

AI has significantly amplified 
the sophistication and effec-
tiveness of trade secret theft 
attacks, particularly through 
enhanced spear phishing capa-
bilities. AI-powered language 
models can now generate highly 
convincing, personalised phish-
ing emails that mimic writing 
styles, reference specific indus-
try terminology, and incorpo-
rate contextual details gath-
ered from social media and 
public sources. Machine learn-
ing algorithms can analyse vast 
amounts of data to identify 
optimal targets, timing, and 
attack vectors, while auto-
mated systems can conduct 
reconnaissance at unprece-
dented scale and speed. AI also 
enables dynamic attack adap-
tation, where malicious sys-
tems can modify their behav-
iour in real-time based on 

defensive responses, making 
detection more challenging. 
Furthermore, deepfake tech-
nology and voice synthesis can 
create convincing audio or 
video content for social engi-
neering attacks, while AI-driven 
automation allows attackers to 
manage multiple simultaneous 
campaigns against different 
targets. Perhaps most con-
cerning is AI’s ability to help 
attackers blend malicious 
activities with normal network 
behaviour patterns, making the 
stealthy, long-term data exfil-

tration characteristic of APTs 
even more difficult to detect 
through traditional security 
monitoring systems.

How 
cyberweapons 
can be/have been 
used to steal trade 
secrets
Hacking a server to obtain 
a trade secret

Trade secrets in digital form, 
such as the formula for a break-
through drug that has not yet 
been patented, are typically 
stored on a server that is 
armed with firewalls, encryp-
tion, and data logging.  Trade 
secret owners use these tools 
to limit who has access, restrict 
the means of access, and to 
track who accessed the trade 
secrets and how much data 
was accessed at any given time.  

AI has significantly 
amplified the 

sophistication and 
effectiveness of trade 
secret theft attacks, 
particularly through 

enhanced spear 
phishing capabilities
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A trade secret thief may use 
AI-enabled machine learning 
and adversarial neural net-
works to attempt to detect and 
decode the encryption used by 
the trade secret owner and 
circumvent the server’s firewall.  
Once breached, the thief may 
then deploy AI-enabled APTs 
into the owner’s network to 
wait until the data traffic on the 
server peaks so as to reduce 
the likelihood of detection 
during the exfiltration process 
of the trade secret. Using these 
cyberweapons, the thief could 
steal the aforementioned drug 
formula before its true owner 

had the opportunity to patent 
and market the drug.

AI-enabled phishing 
emails/communications

Some trade secrets, such as 
pre-release music albums or 
movies, are stored on servers 
with access limited to only a 
small team of employees. To 
identify the weakest employee 
with access to the trade secret, 
a trade secret thief may use 
AI-enabled automated sys-
tems to conduct rapid recon-
naissance and determine 
to whom a phishing email should 
be directed. Once that employ- 

ee is identified, the thief can 
implement AI-enabled deep-
fake technology to imitate the 
voice of the CEO of the com-
pany instructing the employee 
to disclose the trade secret via 
email. In this scenario, the thief 
could use the same AI-enabled 
cyberweapons referenced in 
the previous scenario to hack 
into the CEO’s email account. 
Once the duped employee 
sends the email attaching the 
trade secret, the thief unlaw-
fully accesses the CEO’s email 
account (without authorisa-
tion) and downloads the trade 
secret. In this way, the thief 
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